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A B S T R A C T

While information technology has increasingly created various innovation opportunities in organizations, these
opportunities have caused serious risks associated with information. Due to these potential risks, information
security has become a major concern in organizations, and the role of the chief security officer has begun to
attract research attention. Using a social capital theory perspective, this study aims to explore how the level of
relational leadership of the chief security officer drives the social alignment between business and IT executives.
Specifically, we study how social alignment influences integrated knowledge, information security system (ISS)
effectiveness, and organizational performance. Empirical data from one hundred and two government organi-
zations in the Republic of Korea confirms the impact of relational leadership, social alignment, and ISS effec-
tiveness on organizational performance.

1. Introduction

Information security is the practice of defending information from
unauthorized access, use, disclosure, disruption, or destruction (Sen &
Samanta, 2014). The dependence on information and communication
technologies (ICTs) within organizations has caused issues related to
ICTs to become a core organizational concern (Knapp, Marshall, Rainer,
& Morrow, 2006). The potentially large-scale financial and/or reputa-
tional loss from information security breaches drives organizations to
vigorously protect their information assets. For example, a survey
conducted by PricewaterhouseCoopers (PwC, 2015) shows that there
has been an increase in the number of both large and small organiza-
tions experiencing security breaches, with 90% of large organizations
having suffered a security breach. The Identity Theft Resource Center
(ITRC, 2015) found that the number of data breaches in the United
States (U.S.) increased by 8.1% from 2014 to 2015, and the cost of
cybercrime in the U.S. alone is approximately $100 billion a year
(Forbes, 2016a,b).

While security breaches are a concern for organizations, they are
especially critical for governmental organizations, where the breach of
information and assets may cause widespread societal problems. For
example, North Korea launched a cyber-attack against South Korea in
2016, and a massive data breach exposed data belonging to an Internet

shopping mall (CNN tech, 2017). According to the BBC (2014), the
identification numbers and personal details of an estimated 80% of the
50 million South Korean people have been stolen from banks and other
targets. Therefore, the government is considering issuing new identifi-
cation numbers to every citizen over 17, costing billions of dollars.
Thus, information security has become a strategic focus and challenge
for governmental organizations. However, the question remains as to
what is the most effective approach for information security manage-
ment, particularly within a government organization.

The prominent information security management countermeasures
explored in the literature have been primarily technical in nature (e.g.,
Goodhue & Straub, 1991; Nance & Straub, 1988; Straub, 1990; Straub &
Welke, 1998), and place a premium on sophisticated technologies.
Since security is perceived to be a technical issue, the information se-
curity staff tends to be positioned in low-level technical functions that
focus on implementing the technologies (Kayworth & Whitten, 2010).

However, a more recent view suggests a socio-technical strategy,
which emphasizes the importance of integrating security into main-
stream aspects of the business and incorporating the human element in
designing effective security programs (Goles, White, & Dietrich, 2005;
Kayworth & Whitten, 2010). A socio-technical security strategy in-
corporates technical competence, as well as social, and organizational
elements. Information security is understood as a concept that
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encompasses factors such as security technologies, social relationships
between organization members, strategy, and security policies. There-
fore, this study identifies an Information Security System (ISS) as a group
of interdependent factors that interact regularly to secure information
within an organization.

A major challenge faced by security executives is the need to bal-
ance the information needs of the business with the need to secure
information assets. An effective ISS should be business driven but also
secure, thus alignment between the business and IT functions is key
(Kayworth & Whitten, 2010). Kayworth and Whitten (2010) suggest
that the lack of alignment between business-oriented tasks and the
available technologies to accomplish them often results in ineffective
information security. The literature discusses the idea of business-IT
alignment2 for the optimization of ISS (e.g., Bergeron, Raymond, &
Rivard, 2004; Chan, Huff, Barclay, & Copeland, 1997; Reich &
Benbasat, 1996) and the idea that top-level management plays a major
role in achieving ISS effectiveness. Therefore, this paper discusses the
business-IT alignment among executives in both units.

According to Wagner, Beimborn, and Weitzel (2014), there are
three major views on business-IT alignment: structural alignment,
strategic alignment, and social alignment. Structural alignment stresses
the importance of formal coordination mechanisms in achieving out-
comes such as codifying the decision-making rights of the IT unit (e.g.,
Chan & Reich, 2007). Strategic alignmentmeans that the strategic IT plan
is aligned with the organizational strategic plan and this alignment can
be found in the organizational/departmental artifacts such as the mis-
sion statement (e.g., Bergeron et al., 2004; Chan et al., 1997; Reich &
Benbasat, 1996). Social alignment has traditionally emphasized the
cross-domain interconnectedness between business and IT executives
that enables the creation of integrated knowledge (e.g., Chan, 2002;
Wagner et al., 2014). Recently, the focus of business-IT alignment re-
search has shifted to study the social aspects of alignment, highlighting
the importance of informal, relationship-based structures (Chan, 2002).

Wagner et al. (2014) view social alignment as the social capital that
exists between business and IT units in which the outcome is integrated
business and IT knowledge. Social capital is “the goodwill available to
individuals or groups. Its source lies in the structure and content of the
actor’s social relations. Its effects flow from the information, influence,
and solidarity it makes available to the actor” (Adler & Kwon, 2002, p.
23). Consistent with this view is the concept of relational leadership,
which is grounded in interpersonal relationships, and is traditionally
viewed as the pattern of reciprocal interactions between leaders and
followers (Gittell & Douglass, 2012). The concept of relational leader-
ship has more recently been expanded to include relationships that
occur in a broader organization-based social network, and is regarded
as an important enabler for improving social capital as well as in-
tegrated knowledge in an organization (Uhl-Bien, 2006). Integrated
knowledge is defined as “a firm’s ability to perform repeatedly a pro-
ductive task which relates either directly or indirectly to a firm’s ca-
pacity for creating value through effecting the transformation of inputs
into outputs” (Grant, 1996, p. 377). Integrated knowledge is developed
in stages (Clark & Fujimoto, 1991), starting with a focus on capabilities
that address specialized tasks, and then moving the focus to integrating
the task specific capabilities into broader cross-functional capabilities.

In this study, we view social alignment as the social capital that
exists between business and IT executives in which the outcome is in-
tegrated knowledge. Within the IT unit, the chief security officer (CSO)
is a senior level executive who is accountable for the development and
oversite of all security-related policies and programs. The CSO is in-
creasingly being asked to collaborate with business executives and
proactively seek to create opportunities for IT to serve business needs.
This study uses social capital theory to consider alignment from a social

perspective, and views it as the social linkages between executives in
the business units and the CSO in the IT unit.

Although prior research argues that business-IT alignment facilitates
organizational performance Kearns and Sabherwal (2006–2007);
Sabherwal and Chan (2001) point out that there has not been enough
theoretical and empirical research conducted on the relationships be-
tween the enablers and the outcomes of business-IT alignment. While
research has established the influence of business-IT alignment on or-
ganizational performance (Reich & Benbasat, 2000; Sabherwal & Chan,
2001), what has been absent is an exploration of the likely driving and
intervening factors. The current study attempts to fill this gap by
identifying how business-IT alignment affects organizational perfor-
mance via informal social relationships. Specifically, this paper suggests
an integrated research model grounded in social capital theory that
includes the enablers of social alignment, the mechanisms of social
alignment, and the outcomes of alignment. In summary, the current
paper pursues the following three research questions: (1) How does the
relational leadership of CSOs in Korean governmental organizations
affect business-IT social alignment?; (2) How does the integrated
knowledge of business and IT mediate the relationship between social
alignment, and ISS effectiveness?; and (3) How does integrated
knowledge influence organizational performance?

2. Theoretical background and literature review

This paper proposes a model of the influence of relational leadership
of CSOs on the social alignment between business and IT executives,
and the outcomes of social alignment. This model utilizes relational
leadership (Tsai, Dionne, Wang, & Spain, 2017; Uhl-Bien, 2006) and
social alignment (Chan, 2002; Kayworth & Whitten, 2010; Karahanna &
Preston, 2013; Wagner et al., 2014) to predict ISS effectiveness and
organizational performance. We review the key constructs of our con-
ceptual model and describe the theoretical grounds supporting the re-
lationships contained therein.

2.1. Relational leadership

Relational leadership is enacted in interpersonal relationships
(Hiller, Day, & Vance, 2006), and is defined as a pattern of reciprocal
interactions between leaders and followers in which individuals make
sense of situations, determine what is to be done, and how to do it
(Gittell & Douglass, 2012). Relational leadership refers to leadership
that is supportive and focused on developing high quality, trusting,
work relationships within the organization (Brower, Schoorman, & Tan,
2000; Uhl-Bien, Graen, & Scandura, 2000). The relationship dyad
(leader and follower) creates interpersonal knowledge that can be used
to process social information and demonstrate social behaviors
(Baldwin, 1997).

Recently, research has expanded the conceptualization of leader
from an individual in a formalized position of influence within the
organization (e.g., supervisor) to individuals who have developed social
influence within the organization (e.g., lead user). Uhl-Bien (2006, p.
655) refers to relational leadership as “a social influence process
through which emergent coordination (i.e., evolving social order) and
change (e.g., new values, attitudes, approaches, behaviors, and ideol-
ogies) are constructed and produced.” Thus, relational leadership can
involve individuals across traditional organizational boundaries.

2.2. Social alignment and integrated knowledge

In the knowledge-based era, the importance of intangible assets and
resources such as social relationships and collective knowledge in or-
ganizations is becoming increasingly important (Nahapiet & Ghoshal,
1998). Social capital theory proposes that an organization is understood
as “a social community specializing in the speed and efficiency in the
creation and transfer of knowledge” (Kogut & Zander, 1996, p. 503).

2 By ‘the business’ we are referring to functional areas within an organization outside
the IT function such as finance, or manufacturing.
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Social relationships between organizational members are viewed as
social capital, which can be defined as the sum of the resources em-
bedded in, available through, and derived from an individual’s network
of relationships (Nahapiet & Ghoshal, 1998), and are considered a re-
source for action and knowledge transfer (Burt, 1997). Nahapiet and
Ghoshal (1998) argue that social capital is a multi-dimensional concept
comprised of structural, cognitive, and relational dimensions. Ac-
cording to Nahapiet and Ghoshal (1998), the structural dimension refers
to the overall pattern of connections between individuals – in other
words, who you reach and how you reach them. If there are colleagues
(i.e., network ties) that provide access to resources in an organization,
these colleagues may provide social exchange channels for knowledge
transmission. The cognitive dimension refers to those resources that
provide shared representations, interpretations, and systems of
meaning among individuals. An essential part of a social exchange is
that at least some level of shared context should be developed (Boisot,
1995). The relational dimension focuses on the facets of the particular
relationships people have, such as trust, trustworthiness, and norms. If
individuals are not willing to trust others to participate in a social ex-
change, integrated knowledge cannot be readily accumulated.

Consistent with social capital theory, social alignment emphasizes
the cross-domain interconnectedness between business and IT execu-
tives that facilitates the creation of integrated knowledge (e.g., Chan,
2002; Kayworth & Whitten, 2010; Wagner et al., 2014). Social align-
ment can also be thought of as consisting of three relationship-focused
dimensions – structural, cognitive, and relational (Karahanna &
Preston, 2013; Wagner et al., 2014), which are referred to as linkages.
The structural linkage between business and IT executives indicates the
network structure found in meetings and project conferencing, which
benefits from frequent direct contact and cross-functional project teams
(Chan, 2002; Chan & Reich, 2007) to develop mutual understanding
(Lind & Zmud, 1991). The cognitive linkage refers to the extent to which
business and IT executives know each other’s codes, language, and
perspectives (Nahapiet & Ghoshal, 1998). Through shared language and
vocabulary, and through developing collective narratives, business and
IT executives may understand each other at a deeper level (Reich &
Benbasat, 2000). The relational linkage indicates the particular facets of
the relationships, such as trust and trustworthiness (Nahapiet &
Ghoshal, 1998). Trust between individuals in business and IT units
enhances cooperation, and cooperation breeds more trust (Chong, Ooi,
Chan, & Darmawan, 2011; Jones & George, 1998). Successful knowl-
edge integration requires individuals to be motivated to participate in
the integration process (Nahapiet & Ghoshal, 1998). Consequently,
trust and cooperation foster collective trust over time, which may en-
gender participation and ultimately produce integrated knowledge.

2.3. Information security system (ISS) effectiveness

In business terms, effectiveness in organizations could be viewed
within the context of accomplishing objectives or achieving results. In
the same vein, ISS effectiveness refers to the extent to which the goals of
the ISS program are achieved, and organizational information is suffi-
ciently protected (Hwang & Choi, 2017). ISS effectiveness is the degree
to which the organization establishes controls preventing harm from
external and internal threats. Three types of factors have been used to
measure ISS effectiveness: organizational factors such as user training
and security policy enforcement (Chen, Ramamurthy, & Wen, 2012;
Son, 2011; Straub, 1990; Warkentin & Willison, 2009), technology-based
factors such as hardware and software tools (D'arcy & Herath, 2011;
Herath & Rao 2009; Kankanhalli, Teo, Tan, & Wei, 2003; Straub, 1990),
and hybrid factors such as the number of hours per week devoted to ISS
threat prevention and deterrence and top management dedication to
data security (Kankanhalli et al., 2003; Straub, 1990). Previous re-
search on ISS effectiveness has tended to focus on one aspect of an
approach. The present study uses the perspective that ISS effectiveness
is achieved via the combined effects of technology-based factors,

organization-based factors, and other factors designed to reduce threats
from internal and external sources (Hwang & Choi, 2017).

3. Research model and hypotheses

3.1. Relational leadership and social alignment

As stated previously, relational leadership is focused on developing
high quality, trusting, work relationships (Brower et al., 2000; Uhl-Bien
et al., 2000) via frequent interactions to model the behavior and thus
empower employees to work as partners. Though the specific tasks of
the CSO may differ across organizations, a CSO is not simply a technical
expert who introduces, develops and implements technology, but is also
responsible for the operation and control of the ISS at an enterprise-
level. A CSO is in charge of safeguarding the intellectual assets of an
organization, and plays the role of a technical expert as well as a
managerial strategist. Additionally, CSOs are often required to manage
human resources in organizations (Soomro, Shah, & Ahmed, 2016). As
most of the data breaches and ISS vulnerabilities occur due to em-
ployees (Sarkar, 2010; Vance, Lowry, & Eggett, 2013), humans become
one of the most critical elements in ISS effectiveness.

To improve ISS and business-IT alignment, CSOs communicate the
importance of ISS management and view security issues from a business
perspective as well as a technology one. CSOs engaging in relational
leadership have been found to have better alignment between business
and IT executives and higher organizational success (Kayworth &
Whitten, 2010; Soomro et al., 2016). Through the process of sharing
knowledge in one-on-one interactions, meetings, or project conferences,
the CSO and business executives are able to talk about business issues as
well as technology-related issues. Having social capital available in a
group can improve the group’s effectiveness when based on strong
trusting relationships that develop within and beyond the group
boundaries (Oh, Labianca, & Chung, 2006). Relational leadership has
been found to positively influence social capital (Uhl-Bien, 2006), and
social alignment occurs when social capital is developed within the
context of a work environment (Wagner et al., 2014). Thus, we hy-
pothesize these mechanisms will occur within the CSO-business ex-
ecutive context as follows:

Hypothesis 1. The level of relational leadership engaged in by the CSO
will positively influence the level of social alignment between the CSO
and business executives.

H1a. The level of relational leadership engaged in by the CSO will
positively influence the level of structural linkage between the CSO and
business executives.

H1b. The level of relational leadership engaged in by the CSO will
positively influence the level of cognitive linkage between the CSO and
business executives.

H1c. The level of relational leadership engaged in by the CSO will
positively influence the level of relational linkage between the CSO and
business executives.

3.2. Social alignment and integrated knowledge

Social alignment between business and IT executives is a continuous
process and includes sharing business and IT domain knowledge and
knowledge integration (Kearns & Sabherwal, 2006; Wagner et al.,
2014). Shared domain knowledge allows “IT and business executives to
be able to participate in the others’ key processes and to respect each
other’s unique contribution and challenges” (Reich & Benbasat, 2000,
p. 86); and integrated knowledge results when people interact and
combine their information to create new knowledge (Grant, 1996;
Okhuysen & Eisenhardt, 2002; Wagner et al., 2014). Social alignment
should help to establish a common language, improving
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communication and potentially act as a driver of integrated knowledge.
Business strategies change with market situations and environmental
uncertainties and ISS strategies reflect the business’ needs. If a func-
tional unit changes, but the IT unit does not adjust to the change, a lack
of alignment may occur. A lack of alignment potentially leads to a
shortage of integrated knowledge between business and IT executives,
which can hinder organizational success (Chen, Sun, Helms, & Jih,
2008). Thus, this research proposes the following hypotheses related to
integrated knowledge:

Hypothesis 2. The level of social alignment between the CSO and
business executives will positively influence the level of integrated
knowledge.

H2a. The level of structural linkage between the CSO and business
executives will positively influence the level of integrated knowledge.

H2b. The level of cognitive linkage between the CSO and business
executives will positively influence the level of integrated knowledge.

H2c. The level of relational linkage between the CSO and business
executives will positively influence the level of integrated knowledge.

3.3. Integrated knowledge and information security system (ISS)
effectiveness

Recall that ISS effectiveness refers to the ability of ISS to protect
against an unauthorized use or deliberate misuse of information assets
by people (Straub, 1990). An effective ISS strategy needs to emphasize
the importance of considering both the technological and the socio-
organizational context (Kayworth & Whitten, 2010; Soomro et al.,
2016; Wagner et al., 2014). For example, using formal organizational
structures (i.e., hierarchical arrangement of relationships between job
functions within an organization; Meyer & Rowan, 1977) to define
decision-making rights and responsibilities may help achieve ISS ef-
fectiveness. This formal relationship network between business and IT
executives in an organization can encourage interaction across network
members and facilitate knowledge exchange as individuals know who
to see to ‘get things done’ (Karahanna & Preston, 2013). The co-
ordination processes achieved through communication and knowledge
exchange can facilitate effective ISS management (Kayworth & Whitten,
2010). Thus, the more integrated knowledge is within the organization,
the more opportunities to explore mechanisms to prevent security
breaches. Thus, this research proposes the following hypothesis:

Hypothesis 3. The level of integrated knowledge between the CSO and
business executives will positively influence ISS effectiveness.

3.4. ISS effectiveness and organizational performance

As mentioned above, effective ISS using technological and organi-
zational approaches has been found to positively influence the overall
performance of organizations (Gupta, 2011; Moffat & Nzulwa, 2016);
and ineffective ISS has caused organizations to suffer financial and re-
putational damage, which in turn, has severely affected organizational
performance and market valuation (Gupta, 2011; Kraemer, Carayon, &
Clem, 2009). Building on previous findings, we hypothesize that there
is a positive relationship between ISS effectiveness and organizational
performance within the context of government organizations in the
Republic of Korea.

Hypothesis 4. ISS effectiveness will positively influence organizational
performance.

3.5. The moderating effect of technical knowledge

The CSO often manages a multitude of functions from

administrative security, policies, systems, personnel, to physical se-
curity such as facilities and access control (Soomro et al., 2016).
Therefore, CSOs should have not only a broad understanding of the
technical aspects of IT (e.g., infrastructure and applications), but also a
wide range of business domain, legal, and managerial knowledge to
prepare for discussions, issues, problems, and conflicts with various
stakeholders.

However, in many governmental organizations in the Republic of
Korea, the security department is organized around highly technical IT
staff whose function is to install an ISS tool. In contrast, a general
manager, usually with no or limited technical knowledge, is often ap-
pointed as the CSO. There are several documented cases in which a
manager who is unfamiliar with various aspects of IT becomes the CSO,
and as a result limits the establishment of an effective ISS strategy
(Hankook Newpaper, 2015; Yonhap Newspaper, 2015). CSOs with a
higher level of technical expertise will be better able to close the gap
between the functionality of security technologies and business issues
(Whitten, 2008). A CSO with strong technical knowledge is in a better
position to understand how ISS strategies can be integrated into the
business strategies, and how they can be accomplished or enhanced
with technology. CSOs should be able to understand the various aspects
of the value proposition of security initiatives and effectively commu-
nicate those to other executives. Thus, this research proposes the fol-
lowing hypothesis:

Hypothesis 5. The technical knowledge of the CSO will moderate the
integrated knowledge and ISS effectiveness relationship, such that the
level of technical knowledge of the CSO will increase the strength of the
relationship between integrated knowledge and ISS effectiveness.

Fig. 1 summarizes relationships explored in this study.

4. Research methodology

In this study, we used a quantitative approach to test the proposed
model. We begin by providing details about the measures, data col-
lection, and analysis procedures. This is followed by the findings from
the study.

4.1. Measurement of constructs

We measured each construct using previously validated scales and
adapted some of the items for this study context. The Appendix A
provides the constructs, definitions, items, and sources of the measures
used in this study. All of the measures are reflective, and used a five-
point Likert scale. Several factors that are not included in the research
model but have been suggested in the literature to have an influence on
ISS effectiveness are included as control variables. These variables in-
clude gender, education level, number of certifications, and tenure as a
CSO. Previous studies have indicated that the number of years working
as a chief information security officer as well as training and education
could influence ISS effectiveness (Choi, 2016); thus, we include those in
our study. Rather than focusing on just financial performance, we
measured organizational performance as consisting of financial per-
formance and business process performance (e.g., information utiliza-
tion in conducting tasks).

4.2. Data collection

Paper questionnaires were distributed by mid-level information se-
curity officers in the South Korean central government and were com-
pleted by the CSOs for each department. The CSO position is required
within government organizations and is appointed from within the
central government and public officers in South Korea (Kim, 2012). The
questionnaires were sent to 43 departments and councils of the South
Korean central government, and 78 public institutions (e.g., Korea
Worker’s Compensation & Welfare Service) in South Korea. Of the 121
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paper questionnaires sent, 108 were returned, and the questionnaires
were collected from May 2015 to November 2015. After removing six
questionnaires with incomplete or unreliable responses, 102 valid
questionnaires remained, for an effective response rate of 84.3%.
Table 1 displays the characteristics of the respondents. As shown in
Table 1, most of the respondents were male (97.1%) and were between
51 and 60 years old (78.6%). About half (41.2%) of the respondents had

worked for 21–30 years, and 64.7% had worked as a CSO for 1–3 years.
Most of respondents (71.6%) did not have any IT-related certifications,
but were well educated (75.5% had obtained a master’s degree or
above).

5. Data analysis and results

We used a multi-step process to evaluate the research model. SPSS
version 21 and SmartPLS version 2.0 (Ringle, Wende, & Will, 2005)
were used in the multi-stage approach. In the first stage, we examined
the measurement model for proper psychometric properties (i.e.,
measurement model), while in the second stage we focused on testing
the research model and hypotheses (i.e., structural model). Table 2
shows the descriptive statistics.

Before analyzing the data, exploratory factor analysis was con-
ducted using principle component analysis. Orthogonal factor rotation-
varimax was conducted. Table 3 shows the results of the exploratory
factor analysis.

Partial least squares (PLS) was used to empirically evaluate the
theoretical model (Gefen & Straub, 2005; Thatcher & Perrewe, 2002).
Smart PLS 2.0 (Ringle et al., 2005) was used for data analysis, and 1500
bootstrap samples were used to empirically calculate standard errors
and evaluate statistical significance (Gefen, Rigdon, & Straub, 2011).

5.1. Measurement model

PLS consists of two main sections. In the first section the measure-
ment model and its validity (convergent and discriminant) are eval-
uated (Gefen & Straub, 2005). We used the procedure outlined by Chin

Fig. 1. Conceptual model.

Table 1
Profiles of respondents.

Item Variable Frequency Percentage(%)

Gender Male 99 97.1
Female 3 2.9

Age Under 45 years 2 2.0
46–50 years 13 12.7
51–55 years 34 33.4
56–60 years 46 45.1
Above 61 years 7 6.8

Work Experience Less than 10 years 30 29.4
11–20 years 13 12.7
21–30 years 42 41.2
31–40 years 16 15.7
More than 40 years 1 1.0

CSO Tenure Less than 1 years 22 21.6
1–3 years 66 64.7
3–5 years 7 6.9
5–10 years 1 1.0
More than 10 years 6 5.9

IT Tenure Less than 1 years 28 27.4
1–10 years 59 57.7
10–20 years 2 2
20–30 years 10 9.9
More than 30 years 3 3.0

Education High School Diploma 1 1.0
Junior College 2 2.0
Bachelor’s 22 21.6
Master’s or above 77 75.5

Number of Certifications 0 73 71.6
1 12 11.8
2 7 6.9
3 5 4.9
4 4 3.9
More than 5 1 1.0

Table 2
Descriptive Statistics.

Mean STD MIN MAX

Structural linkage 3.163 1.254 1 5
Relational linkage 4.754 0.403 3 5
Cognitive Linkage 4.277 0.457 3 5
Integrated knowledge 4.585 0.543 3 5
Organizational performance 4.111 0.716 2 5
ISS effectiveness 4.557 0.453 3 5
Relational leadership 4.608 0.404 3 5
Technical Knowledge 4.585 0.054 2 5
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(1998) for reflective measures to evaluate construct reliabilities and the
convergent and discriminant validity of the model. The value of the
indicator reliability, composite reliability, and average variance ex-
tracted (AVE) assesses convergent validity (Fornell & Larcker, 1981).
Table 4 shows the AVEs were above the 0.5 threshold, (Chin 1998;
Fornell & Larcker 1981; Thatcher & Perrewe, 2002), the composite
reliabilities (CR) were all greater than 0.7 (Thatcher & Perrewe, 2002),
and the Cronbach’s alpha values were greater than 0.7, indicating that
the data were reliable (Bagozzi & Yi, 1988).

To evaluate the discriminant validity of the constructs, we used the
procedure recommended by Fornell & Larcker (1981). The For-
nell–Larcker criterion suggests that discriminant validity is shown when
the square root of each AVE is larger than the constructs’ correlation

with any other latent construct (Fornell & Larcker, 1981). Table 5
shows the square root of the average variance extracted (AVE) and the
correlations among reflective constructs. All of the constructs correlated
more strongly with their own measures than with any of the other
constructs. This indicates convergent and discriminant validity. Finally,
cross-loadings were calculated, and all indicators showed higher load-
ings with their respective construct than with any other reflective
construct (Chin, 1998).

Additionally, we analyzed the data for indications of common
method bias. We used the method based on Podsakoff, MacKenzie, Lee,
and Podsakoff (2003) and PLS analysis by Liang, Saraf, Hu, and Xue
(2007). The indicators of all of the constructs were associated reflec-
tively with the method factor. Each indicator variance explained by the
principle constructs and by the method factor was computed (Chin,
Thatcher, & Wright, 2012). Table 6 shows that most of method loadings
were not significant. Moreover, whereas the average substantive ex-
plained variance for an indicator was 0.709, the common method-based
variance was only 0.038. Based on the results of this test, we believe
common method bias was not a significant threat in this study.

Taken together, the results of the tests demonstrate that the mea-
surement model meets the rigorous standards expected (Straub,
Boudreau, & Gefen, 2004), and we present the structural model eva-
luation next.

Table 3
Factor Loadings.

Table 4
Validity and reliability of the reflective constructs.

AVE Composite
reliability

R square Cronbach’s
alpha

Relational leadership 0.650 0.917 0.891
Cognitive linkage 0.817 0.899 0.234 0.776
Relational linkage 0.703 0.876 0.378 0.789
Structural linkage 0.875 0.955 0.041 0.929
Integrated knowledge 0.789 0.912 0.419 0.866
ISS effectiveness 0.694 0.918 0.368 0.887
Organizational

performance
0.749 0.947 0.237 0.933
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5.2. Structural model assessment

The second section of PLS presents the results from the structural
model and the relative importance of each independent variable (Gefen
& Straub, 2005; Gefen et al., 2011). The structural model was tested
using the loadings, significance of the path coefficients, and t values.
The model explained 36.8% of the total variance in ISS effectiveness.
Fig. 2 shows the results of the structural model assessment.

The first hypothesis (H1) looked at the positive influence of rela-
tional leadership on three types of social alignment, and was supported
(β=0.204, p < .05; β=0.483, p < .001; β=0.615, p < .001). The
second hypothesis (H2) looked at the relationship between social
alignment and integrated knowledge, and was supported (β=0.139,
p < .05; β=0.228, p < .01; β=0.462, p < .001), indicating that
the linkages established between CSOs and business executives posi-
tively influenced the level of integrated knowledge. The third hypoth-
esis (H3) looked at the positive influence of integrated knowledge on
ISS effectiveness, and was supported (β=0.607, p < .001). The fourth
hypothesis (H4), looked at the positive influence of ISS effectiveness on
organizational performance, and was supported (β=0.487,
p < .001).

Additionally, the control variables did not influence ISS effective-
ness in this study. Unlike previous studies that found that work ex-
perience and education and training could influence ISS effectiveness in
organizations (Choi, 2016), work experience and the education level of
a CSO did not influence ISS effectiveness. One explanation for this re-
sult may be the homogeneous nature of the CSOs in the South Korean
government context.

5.3. The moderating effect of technical knowledge

The fifth hypothesis (H5) asserted that the technical knowledge of
the CSO would positively moderate the relationship between integrated
knowledge and ISS effectiveness. This influence was significant, but in
the opposite direction to the hypothesis. The level of technical knowl-
edge of the CSO negatively influenced the relationship between in-
tegrated knowledge and ISS effectiveness (β=−2.203, p < .001). As
shown in Table 7, we analyzed the impact of the individual variables on
the endogenous variable in the model to determine the effect size. The
effect size of the moderation is moderate (Cohen, 1988). A summary of
the results of the hypotheses tests is provided in Table 8.

6. Discussion and implications

The results of the study show that the relational leadership of the
CSO positively affects social alignment, which influences the integrated
knowledge developed between the CSO and business executives. This
integrated knowledge resulted in a higher level of ISS effectiveness, and
higher organizational performance. These results suggest several im-
plications for research and practice. We being by detailing the im-
plications for research, then address implications that may be helpful
for practitioners. First, this study is significant in that it considers the
alignment between IT and business from a new point of view – that of
social alignment. In order to facilitate social alignment between CSOs
and business executives, CSOs should endeavor to exploit opportunities
for building strong relationships (i.e., network ties) in an organization.
In South Korean government organizations, there exist informal net-
work ties such as one’s alma matter (i.e., school ties) and regionalism.
Informal network ties (e.g., regionalism) may have a greater influence
than formal authority in a governmental organization. Although

Table 5
Correlation of the latent variable scores.

Integrated
knowledge

ISS effectiveness Cognitive
linkage

Relational
linkage

Structural
linkage

Organizational
Performance

Relational
leadership

Integrated knowledge 0.888
ISS effectiveness 0.606** 0.833
Cognitive linkage 0.495** 0.432** 0.903
Relational linkage 0.599** 0.430** 0.543** 0.838
Structural linkage 0.209* 0.224* 0.119 0.092 0.935
Organizational

performance
0.463** 0.486** 0.366** 0.374** 0.259** 0.865

Relational leadership 0.742** 0.640** 0.483** 0.615** 0.203** 0.571** 0.806

Square root of the average variance extracted (AVE) is on the diagonal in bold.
***p < 0.001.

** p < 0.01.
* p < 0.05.

Table 6
Effect analysis of moderation on dependent variable.

Direct effect (path) Indirect effect (path) Total effect R2 Effect size (f2)

Basic Model LED→ PER 0.579 LED→ STR→ INT→ ISS→ PER 0.132 0.711 0.238
LED→ COG→ INT→ ISS→ PER
LED→ REL→ INT→ ISS→ PER

LED→ ISS 0.684 LED→ STR→ INT→ ISS 0.256 0.940 0.368
LED→ COG→ INT→ ISS
LED→ REL→ INT→ ISS

Moderation Model (technical knowledge) LED→ PER 0.579 LED→ STR→ INT→ KNO→ ISS→ PER −0.454 0.124 0.238 (△0)
LED→ COG→ INT→ KNO→ ISS→ PER
LED→ REL→ INT→ KNO→ ISS→ PER

LED→ ISS 0.684 LED→ STR→ INT→ KNO→ ISS −0.931 −0.247 0.476 (△.108) 0.206
LED→ COG→ INT→ KNO→ ISS
LED→ REL→ INT→ KNO→ ISS

a. LED (relational leadership), PER (performance), STR (structural linkage), COG(cognitive linkage), REL (relational linkage), INT (integrated knowledge), ISS (ISS effectiveness), KNO
(technical knowledge).
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members are situated within a formal network, their relationships may
facilitate little communication. Formal authority-based relationships do
not always mirror the informal social structure within organizations.
When the informal social structure does not coincide with the formal

authority structure, organizational performance often suffers (Gulati &
Puranam, 2009). Therefore, the relational leadership of a CSO may
benefit organizational performance because it reinforces the informa-
tion, behaviors, and normative directions for the organization members
(Soda & Zaheer, 2012), resulting in more effective business-IT align-
ment. This suggests that relationships, rather than hierarchical au-
thority structures may be a key to new forms of effective leadership
(Drath, 2001) that should be explored.

Second, the direct predictors of ISS effectiveness in this study were
the level of cognitive, structural, and relational linkages between the
CSO and business executives. Chan and Reich (2007) stated that more
focused investigations of alignment are needed to go beyond ‘alignment
is good’ statements, and to explore subtleties concerning how, when,
and where alignment really matters. Consistent with Wagner et al.’s
(2014) conceptual propositions, this study found that social alignment
(consisting of structural, cognitive, and relational linkages) enables
knowledge sharing and the development of integrated knowledge. Fu-
ture research should incorporate aspects of social capital into business-
IT alignment models so as to engage in a more comprehensive ex-
ploration of alignment within organizations.

Third, this study is significant in that it empirically tested the re-
lationships between social alignment, ISS effectiveness and organiza-
tional performance. Previous research in the IT field has commonly
viewed information security problems through the lens of deterrence
theory (e.g., D'arcy & Herath, 2011; Siponen & Vance, 2010). This
theory proposes that people make rational decisions toward committing
or abstaining from illicit activities based on benefit maximization and
cost minimization. If formal (i.e., legal) sanctions for an illicit act are
perceived as certain and severe, individuals are usually deterred from
engaging in that act (Gibbs, 1975). Similarly, much of the behavioral IS
security research posits that the more employees perceive the risks and
costs of formal sanctions, the more likely they are to comply with IS
security policies (D'arcy & Herath, 2011).

However, the current study shows that ISS effectiveness can be
obtained through informal social alignment and knowledge integration.
The role of the CSO includes the management of people and processes
as well as information security, as the CSO is responsible for devel-
oping, overseeing and coordinating all facets of the security efforts
across the organization. This broad range of job functions often leads
decision makers to seek out individuals with more management-related
backgrounds. Looking at the background of CSOs, generally about 26%
currently hold MBA degrees and that number is increasing (CSO Online,
2009). In many organizations, the CSO is one of the senior functional

Fig. 2. The results of the structural assessment model.

Table 7
Analysis of common method bias.

Construct Indicator Substantive
Factor
Loading

Variance
Explained

Method
Factor
Loading

Variance
Explained

Relational
leadership

REL_LED1 0.741*** 0.5487 −0.014 0.000
REL_LED4 0.690*** 0.476 0.015 0.000
REL_LED5 0.744*** 0.554 0.106 0.011
REL_LED6 1.080*** 1.167 −0.202* 0.0406
REL_LED7 0.771*** 0.595 0.110 0.012
REL_LED9 0.340 0.115 0.428* 0.183

Relation
linkage

LIN_REL1 0.717*** 0.514 0.120 0.014
LIN_REL2 0.892*** 0.795 −0.031 0.000
LIN_REL3 0.908*** 0.824 −0.088 0.008

Structural
linkage

LIN_STR1 0.945*** 0.894 0.009 0.000
LIN_STR2 0.896*** 0.802 0.016 0.000
LIN_STR3 0.967*** 0.936 −0.025 0.001

Cognition
linkage

LIN_COG1 0.904*** 0.817 0.002 0.000
LIN_COG2 0.904*** 0.817 −0.002 0.000

Integrated
knowledge

INI1 1.036*** 1.073 −0.253** 0.063
INT2 0.891*** 0.794 0.037 0.001
INT3 0.760*** 0.578 0.186** 0.035

ISS
effective-
ness

EFFECT2 0.844*** 0.719 −0.231* 0.053
EFFECT3 0.708*** 0.501 0.148 0.022
EFFECT4 0.980*** 0.959 −0.135 0.018
EFFECT5 0.853*** 0.727 0.049 0.002
EFFECT6 0.811*** 0.657 0.108 0.012

Organizational
perfor-
mance

ORG_PRM1 0.832*** 0.692 0.028 0.000
ORG_PRM2 0.983*** 0.965 −0.071 0.005
ORG_PRM3 0.903*** 0.816 0.064 0.004
ORG_PRM4 0.974*** 0.948 −0.021 0.000
ORG_PRM5 0.225* 0.051 0.613*** 0.376
ORG_PRM7 0.364*** 0.132 0.507*** 0.257

Technical
knowledge

TEC_KNO1 0.910*** 0.829 0.047 0.002
TEC_KNO2 0.7952*** 0.631 0.161* 0.026
TEC_KNO3 1.028*** 1.057 −0.235* 0.055

Average 0.709 Average 0.038

* p < 0.05.
** p < 0.01.
*** p < 0.001.
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executives similar in status to a CFO or CIO, and Forbes reported that by
2018, 75% of CSOs will report directly to the CEO (Forbes, 2016a,b).
Accordingly, this research highlights the CSO’s role in terms of rela-
tional leadership and the ability to manage business-IT social alignment
as a mechanism for ISS effectiveness.

Fourth, while our research model was successful in predicting many
relationships, one of the hypotheses was not supported (H5). Contrary
to our expectation, the level of technical knowledge of the CSO nega-
tively moderated the relationship between integrated knowledge and
ISS effectiveness. In the U.S., IS practitioners with significant tech-
nology-related experience are promoted to the senior executive position
of CSO. But in Korean governmental organizations, most central and
local governmental organizations appoint the CSO as a top-level officer
who is a civil servant. After executives with a lengthy management
career acquire some technical knowledge, they are likely to be ap-
pointed as a CSO. In addition, the Korean government's information
security department is part of the general management division in
charge of human resource and budget management, and the top officer
of the general management division is often appointed to the CSO po-
sition. Therefore, a CSO in a Korean governmental organization may
not be a technical professional with significant experience in the in-
formation security department, but a general manager.

The respondents in this study reflect this characteristic as about
58% of the CSOs had more than 30 years of experience in governmental
organizations, and 86.3% of them had been in IT and CSOs less than
three years. In addition, 71.6% of the respondents did not have any IT
certifications. We speculate that the rejected hypothesis may reflect the
cultural distinctiveness of Korean governmental organizations in that
the overall relatively low level of IT experience of the CSOs in our study
affected the moderation of the relationship between integrated
knowledge and ISS effectiveness. Specifically, the more technical
knowledge the CSO possessed, the weaker the relationship between
integrated knowledge and ISS effectiveness. So rather than increasing
the influence of shared understanding on ISS effectiveness, the CSOs
with more technical knowledge were perhaps not able to effectively
communicate the various aspects of the value proposition of security
initiatives to other executives thus destabilized the influence of in-
tegrated knowledge on ISS effectiveness. Future research should test the
validity of the moderation within a Korean governmental organization
context as well as other contexts such as private organizations within
South Korea, and public/private organizations outside South Korea.

From a practitioner standpoint, the first implication is regarding the
more technical CSOs. The CSOs with a more technical career back-
ground in Korean governmental organizations may experience some
difficulties in developing social alignment between business and IT
because they may have weaker social networks within their organiza-
tion. The enforcement of the CISO (Chief Information Security Officer)
ordinance by the Korean Ministry of Science and Information
Communication Technology in 2014 forced organizations to designate

CSOs. This enforcement ordinance contributed to an increase in the
number of CSOs but there is large variation in the tasks and activities of
a CSO in each organization. While CSOs should excel in leadership skills
and strategic thinking, they are still practitioners and technical super-
visors in government organizations. In the event of a security incident
an immediate and systematic response by a CSO may be difficult be-
cause ISS requires both general management skills and technical
knowledge. A lack of informal network may prevent the more technical
participants from demonstrating relational leadership aimed at pro-
moting social alignment and accumulating integrated knowledge. On
the other side, a lack of technical knowledge may prevent less technical
participants from understanding the extent of the security incident and
may jeopardize ISS effectiveness. If ISS is an important asset, Korean
governmental organizations need to have a proper understanding of the
full extent of the CSO’s strategic role within the organization. By more
clearly articulating and standardizing the qualifications required for a
CSO, Korean government organizations could significantly increase ISS
effectiveness.

Related to this issue, at the time of the CSO’s appointment, decision
makers need to consider the technical experience of the individual
within ICT department as well as the individual’s educational and ca-
reer background. Decision makers would be advised to examine the
individual’s relevant knowledge, experience and background against
the needed qualifications of a CSO, and then appoint only fully quali-
fied personnel. The government should also consider hiring ‘outsiders’
to a CSO position within Korean government organizations. The public
officer personnel system is a closed personnel system, and thus it is not
easy to recruit a CSO. Therefore, it may be necessary to recruit outside
specialists with appropriate qualifications from the private sector to
CSO positions, and then socialize them into the government organiza-
tional culture after hiring. Even after appointment, whether an insider
or an outsider, the CSO should continuously engage in short-term and
long-term training courses on the latest technical and managerial
knowledge needed to remain effective as a CSO.

7. Limitations and future research

In addition to implications, this study has a few limitations. First,
the moderating effect of the CSO’s technical knowledge hypothesized in
this study was counter to expectations. We proposed a positive mod-
eration because of the unique role of CSOs as an executive-position and
supervisor/technical practitioner-position. Due to the nature of our
sample, it appears that the technical knowledge of CSOs may be an
obstacle to business – IT alignment. Therefore, future research, should
further segment the sample based on the career background of the
CSOs, and explore the impact of business-IT alignment.

Second, when looking at the relationship between relational lea-
dership and social alignment (H1), it is important to note that a CSO’s
leadership style may also be affected by his/her skills, behaviors and

Table 8
Summary of Hypothesis.

Hypothesis Std Regression Weight Sig Level Supported

H1 CSO Relational leadership positively influences social alignment.
H1-a CSO relational leadership positively influences structural linkage. 0.204 0.05 Yes
H1-b CSO relational leadership positively influences cognitive linkage. 0.483 0.001 Yes
H1-c CSO relational leadership positively influences relational linkage. 0.615 0.001 Yes

H2 Social alignment positively influences integrated knowledge.
H2-a Structural linkage positively influences integrated knowledge. 0.139 0.05 Yes
H2-b Cognitive linkage positively influences integrated knowledge. 0.228 0.01 Yes
H2-c Relational linkage positively influences integrated knowledge. 0.462 0.001 Yes

H3 Integrated knowledge positively influences information security system effectiveness. 0.607 0.001 Yes
H4 Information security system effectiveness positively influences organizational performance. 0.487 0.001 Yes
H5 Technical knowledge positively moderates integrated knowledge – information security system effectiveness −2.203 0.01 No*

* Opposite direction to hypothesis.
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traits as effective leadership is a combination of traits, skills, and be-
haviors (Strang, 2007). The current study focused on relational lea-
dership, but future studies might consider other leadership traits, be-
haviors, and skills, such as personal effectiveness, influencing social
alignment, and cognitive ability to integrate knowledge (Katz & Kahn,
1978; Schermerhorn, Hunt, & Osborn, 2003; Strang, 2007).

Third, previous research has found that structural linkages (formal
and informal interactions) between CIOs and top management teams
did not influence knowledge integration in the private sector
(Karahanna & Preston, 2013; Smaltz, Sambamurthy, & Agarwal, 2006).
The current study represented structural linkage as only informal in-
teraction between CSOs and business executives and utilized only the
public sector context within South Korea. Future research might explore
the relationships emerging from formal and informal linkages and
knowledge integration in both the public and private sectors.

Fourth, with respect to the relationship between integrated knowl-
edge and ISS effectiveness (H3), this study investigated knowledge in-
tegration only at the executive level. Research has found that to develop
a high level of ISS effectiveness, employee compliance is necessary
(Siponen & Vance, 2010). Future research could examine the relation-
ship between knowledge integration and compliance among security
officers and employees at the different levels within organizational
hierarchy as well as expand the model to corporate CSOs within the
Republic of Korea and beyond.

Fifth, as seen in Table 5, there are a few highly correlated variables
(e.g., relational leadership and integrated knowledge). CSOs within
Korean governmental organizations have a tendency to highly evaluate
their level of leadership skill and knowledge, as well as the level of
performance of their organization. This result is consistent with, and

can be interpreted through, previous research that has found the con-
cept of “saving face” to influence behavior within organizations based
in Asia (Kim & Nam, 1998; Park, Dai Hwang, & Harrison, 1996). While
the correlations are elevated, all of the constructs correlated more
strongly with their own measures than with any of the other constructs
indicating sufficient discriminate validity. Future research should test
these results in other contexts to confirm or refute the findings.

Finally, this study indicates a significant effect of social alignment
on ISS effectiveness and organizational performance. Integrated
knowledge could act as an antecedent for organizational performance
and ISS effectiveness, and future research could explore how social
alignment between CSOs and business executives could be developed.
We assert that future study of this issue would be best served by
longitudinal observation. Future research could compare the develop-
ment and/or effect of strategic and social alignment over time to tease
out a more complete picture of the phenomenon.

8. Conclusion

This study explored, from a social capital perspective, how the level
of relational leadership of the CSO drives the social alignment between
the CSO and business executive, which in turn influences integrated
knowledge, ISS effectiveness and organizational performance.
Interestingly, and in contrast to prediction, the level of technical
knowledge of the CSO dampened the relationship between integrated
knowledge and ISS effectiveness, perhaps indicating a substitution ef-
fect. Finally, the results showed that the level of ISS effectiveness po-
sitively influenced organizational performance including financial and
business process focused performance.

Appendix A

Construct Source Definition Itema

Relational
Leadership

Carmeli and Gittel (2009), Gittell
(2003)

Relational leadership includes three foci,
which are shared goals, shared knowledge,
and mutual respect.

In this organization, we share a common
vision.
In this organization, we act toward common
goals.*
Employees in this organization act without
having a clear direction. *
Employees in this organization know what
tasks their coworkers deal with.
In this organization, we share with one
another the subjects we work on.
Sharing with one another in the context of
work enables us to better understand the
needs of each other.
Sharing with one another about our work
issues enables us to better understand how
our actions impact other coworkers.
There is a great deal of respect between one
another at work. *
When someone expresses her/his different
opinion, we respect it.
Mutual respect is at the basis of our
relationships in this organization. *

Structural
Linkageb

Karahanna and Preston (2013),
Smaltz et al. (2006)

Structural linkage was measured as the
frequency of informal interaction between of
CSO and business executives.

I have informal contact with TMT (top
management team) members.
I socialize with the TMT members (e.g.,
social gatherings, golf, tennis, etc.).
I have informal exchanges with TMT
members.
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Cognitive
Linkageb

Karahanna and Preston (2013) Cognitive linkage measures the degree to
which the CSO and business executives share
a common language and terminology in their
communication.

The CSO and TMT members share a
common language in our conversations.
The CSO primarily uses business
terminology when interacting with TMT
members.
The CSO avoids using information security
jargon when interacting with TMT member.
*

Relational
Linkageb

Karahanna and Preston (2013) Relational linkage measures the degree to
which the CSO and business executives have
developed a relationship of respect and trust.

The TMT members and CSO act in the best
interest of the organization.
The TMT members and CSO trust and
respect each other.
The TMT members and CSO are competent
in what they do.

Integrated
Knowledge

Boynton, Zmud, and Jacobs
(1994), Karahanna and Preston
(2013)

Integrated knowledge measures the degree to
which the CSO and business executives have a
shared understanding regarding the role of
ISS within the organization.

The CSO and TMT members have a shared
understanding of the role of information
security in our organization.
The CSO and TMT members have a shared
view of the role of information security as a
competitive weapon for our organization.
The CSO and TMT members have a shared
understanding of how information security
can be used to increase the productivity of
our organization’s operations.

ISS
Effectivene-
ss

Hwang and Choi (2017),
Kankanhalli et al. (2003), Knapp,
Marshall, Rainer, and Ford
(2007), Straub (1990)

ISS measures the degree to which the
organization establishes controls preventing
harm from external and internal threats.

Our information security policy describes
the basic items in detail. *
Our organization provides information
security education and training for officers.
Our organization establishes effective
response systems toward information
security accidents.
Our organization’s security controls
protects information assets such as
hardware and software.
Our organization’s security controls protect
the organization’s data.
Our organization’s security controls protect
the organization’s information services.

Organizational
Performan-
ce

Kim, Shin, and Kwon (2012),
Powell and Dent-Micallef (1997),
Tippins and Sohi (2003)

Organizational performance measures the
financial productivity of the organization and
the execution of business processes within the
organization.

Our organization achieved higher
productivity than the goal over the past 3
years.
Our organization was more profitable than
the goal over the past 3 years.
Our organization achieved a higher ROI
than the goal over the past 3 years.
Our organization achieved higher financial
performance than the goal over the past 3
years.
Our organization is better than other
government organizations in connecting
(e.g., communication and information
sharing) parties.
Our organization is better than other
government organizations in reducing costs
and human labor. *
Our organization is better than other
government organizations in bringing
complex analytical methods to processing
tasks.
Our organization is better than other
government organizations in bringing
detailed information to processing tasks. *
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CSO’s
Technical
Knowledge

Byrd and Turner (2000), Lee,
Trauth, and Farwell (1995)

Technical knowledge measures the
knowledge of CSO in terms of planning,
organizing, and leading IT-related projects.

The CSO is very capable in terms of
planning, organizing, and leading projects.
The CSO is very capable in terms of
planning and executing work in a collective
environment.
The CSO is very capable in terms of
teaching others.

*Item dropped.
aItems were measured on a five-point Likert scale where 1 denoted “strongly disagree” and 5 denoted “strongly agree.”
bItems measuring the structural, relational and cognitive linkages were measure on a five-point Likert scale where 1 denoted “every day” and 5

denoted “never”.
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